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(1) “arp -s 192.168.10.134 00-0C-15- -00 FF-99” for Windows OS; type in ”arp –s 
192.168.10.134 00:0c:15:00:ff:99”

 “ping 192.168.10.134 -l 123”  
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[System->Security->Local Account]  
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1. ➔

2. ➔

3. ➔ date ?). 
4. ➔

5. ➔  

date yyyy 2015 mm 3 dd 21  
 

 
  



         CyberPowerCyberPowerCyberPowerCyberPowerCyberPower     RemoteRemoteRemoteRemoteRemote Mana Mana Mana Mana Managemegemegemegemegement Systemnt Systemnt Systemnt Systemnt System 

4141414141     

 
 CyberPower >  ups info show
 UPS information 
  Model: OL1000XL 
  Voltage Rating: 100V 
  Working Frequency: 40~70 Hz 
  Power Rating: 1000 VA 
  Current Rating: 10 Amp 
  Load Power: 900 Watts 
  Battery Voltage Rating: 36 V 
  USB Version: 0.1B 
  Next Battery Replacement Date: 10/08/2018 
  NCL Bank: 1 
  Extended Battery Pack: 4 
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 CyberPower > upsctrl reboot 10/20 
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－

－

 CyberPower >  upscfg supply?

  100 

  110 

  115 

 CyberPower >  upscfg bypasscond voltonly

 CyberPower >  upscfg rechargedelay 120

 CyberPower > upscfg mode generator 
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 CyberPower >  upsbatt test

 CyberPower > upsbatt cal start 

 > upsbatt rdyyyy 2018 rdmm 5 rddd 29 
 

 

 
 CyberPower > atsoltsta index all show 
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 CyberPower > atsoltcfg index all show 

 
 CyberPower > atsoltcfg index 1 name test_1 

 

 CyberPower > atsoltcfg index 2 td_on 3 

 
 CyberPower > atsoltcfg index 3 td_off 3 

 
 berPower > Cy atsoltcfg index 4 td_off -1 

 
 CyberPower > atsoltcfg index 5 td_reboot 5 

 

 CyberPower > atsoltcfg set 1 test_1 3 4 5 
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 CyberPower > atsoltctrl index 1 act on 

 

 
 CyberPower > atsoltctrl index 2 act td_on 

 

 
 CyberPower > atssrccfg show 

 

 

 CyberPower > atssrccfg prefer a



         CyberPowerCyberPowerCyberPowerCyberPowerCyberPower     RemoteRemoteRemoteRemoteRemote Mana Mana Mana Mana Managemegemegemegemegement Systemnt Systemnt Systemnt Systemnt System 

4848484848     

 

 CyberPower >  date timezone +0800

 CyberPower >  date yyyy 2015 mm 3 dd 21

 CyberPower > date time 13:45:12 
 

－

－

 CyberPower >  ntp access enable

 CyberPower > ntp priip 192.168.26.22 

 CyberPower > ntp update now 
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－

－

－

 CyberPower >  sys show

  Name: RMCARD205 (305) 

  Location: Server Room 

  Contact: Admainistrator 

  Model: RMCARD205 (305) 

  Hardware Version: 1.1 

  Firmware Version: 1.0.3 

  Firmware Update Date: 03/08/2015 

        Serial Number: TALGY2001975 

  MAC Address: 00- - - - -  0C 15 00 B9 42

 CyberPower >  sys reset all
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－

－

－

 
 CyberPower >  dst type manual
 Start time (0~23):  2
 Start week of month:  second
 Start day of week:  Sun
 Start month:  Mar
 End time (0~23):  2
 End week of month:  first
 End day of week:  Sun
 End month:  Nov

 CyberPower >  dst show
  DST: Manual DST Date Time 
  Start: 02:00, the second Sunday of Mar 
  End: 02:00, the first Sunday of Nov 
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－

－

－

－

 CyberPower > login type radiuslocal 
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 CyberPower >  admin primip 192.168.26.0/24
 Input admin password :  cyber
 Pass 
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 1:

 CyberPower >  radius pri show
  Server IP: 192.168.26.33 
  Server Secret: testsecret 

  Server Port: 18  26

 CyberPower >  radius sec show
  Server IP: 192.168.30.58 
  Server Secret: testsecret2 

  Server Port: 1508

radius add <Server IP> <Share Secret> <Server Port> 

CyberPower > radius add 192.168.203.55 testsecret 150 



         CyberPowerCyberPowerCyberPowerCyberPowerCyberPower     RemoteRemoteRemoteRemoteRemote Mana Mana Mana Mana Managemegemegemegemegement Systemnt Systemnt Systemnt Systemnt System 

5454545454     

 CyberPower >  ldap add
 Input LDAP Server Type [openldap | ad]:  ad
 Input IP address:  192.168.26.33

Use SSL [enable | disable]:  disable
 Input LDAP port:  389
 Input base DN:  dc=cyber,dc=com
 Input login attribute:  cn
 Input AD Domain: cyber.com 

 CyberPower >   ldap show
 Primary LDAP Server 
  Type:  Windows AD
  LDAP Server:  192.168.26.33
  LDAP SSL:  Disable
  Port:  389
  Base DN:  dc=cyber,dc=com
  Login Attribute:  cn
  AD Domain:  cyber.com
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－

－

 CyberPower > tcpip dhcp disable ip 192.168.26.33 

 

 CyberPower >  tcpip6 manual enable ip 2001:cdba:0:0:0:0:3257:9652 show

  Access: Enable 

  Router Control: Enable 

  Manual: Enable 

  Manual IPv6 Address: [2001:cdba::3257:9652] 
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 CyberPower > snmpv1 index 2 show 
  Community: private 
  IP Address: 192.169.203.20 
  Type: Read/Write 

CyberPower > snmpv1 index 1 community Public1 

CyberPower > snmpv1 index 3 ip 192.168.203.88 

CyberPower > snmpv1 index 4 type readwrite

snmpv1 set <1 | 2 | 3 | 4> <Community> <IP Address> <readonly | readwrite | 
forbidden> 

CyberPower > snmpv1 set 3 CyberPower 192.168.203.91 readonly 
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 CyberPower > snmpv3 index 1 show 

  User Name: CyberPower 

  Status: Enable 

  IP Address: 192.169.30.58 

  Auth Protocol: MD5 

  Priv Protocol: aes 

 

 

 CyberPower > snmpv3 index 2 name CyberPower 

 

 CyberPower > snmpv3 index 3 status enable 

 

 
 CyberPower > snmpv3 index 4 ip 192.168.203.66 

test_authkey_123456 

 CyberPower > snmpv3 index 2 auth md5 authkey test_authkey_123456 

test_authkey_123456 

 CyberPower > snmpv3 index 1 authkey test_authkey_123456 
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 CyberPower > snmpv3 index 3 auth none

test_privkey_123456 

 CyberPower > snmpv3 index 2 priv aes privkey test_privkey_123456 

test_privkey_123456 

 CyberPower > snmpv3 index 1 privkey test_privkey_123456

 

 CyberPower > snmpv3 index 3 priv none 

 

snmpv3 set <1 | 2 | 3 | 4> <User Name> <IP Address> <md5 | sha | none> <Auth Key> 

<aes | des | none> <Priv Key> 

CyberPower > snmpv3 set 1 CyberPower 192.168.203.90 sha test_authkey_123456 des 
test_privkey_123456 
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CyberPower > trap index 6 show 
  Trap Name: CyberPower 
  Status: Enable 
  IP Address: 192.168.203.68 
  Type: SNMPv1 
  Community: test_community 

 

 CyberPower > trap index 2 name test 

 

 CyberPower > trap index 3 ip 192.168.30.85 

 
 CyberPower >  trap index 4 ver v3

CyberPower > trap index 5 status enable. 
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CyberPower > trap index 2 community CyberPower 

CyberPower > trap index 10 user 2 

CyberPower > trap index 5 delete

trap add <Trap Name> <Trap Receiver IP> v1 <Community> 

CyberPower > trap add CyberPower 192.168.203.16 v1 test

trap add <Trap Name> <Trap Receiver IP> v3 <1 | 2 | 3 | 4>

CyberPower > trap add cyberpower 192.168.203.12 v3 3 
 

 

－

－

－

Example 1: 

 CyberPower > web httpport 5000 
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－

－

－

－

－

－

－

－

 

 
 CyberPower > console telnet enable 

CyberPower > console ssh disable 

CyberPower > console ssh reset_hostkey 
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 CyberPower > ftp access enable 

 

 12/11/2015 03:32:08 Admin login from 192.168.26.33. 

  ……………………………………..
 

 CyberPower >  eventlog clear

 Do you want to clear all eventlog [yes / no]: yes 
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 1: 

 CyberPower >  syslog s1 show
  IP: 192.168.26.33 
  Port: 514 

 CyberPower >  syslog s2 show
  IP: 192.168.2 .03 89 
  Port: 268 

 CyberPower >  syslog s3 show
  IP: 192.168.30.15 
  Port: 101 

 CyberPower >  syslog s4 show
  IP: 192.168.26.  93
  Port: 358

syslog add <Server IP address> <Server Port> 

CyberPower > syslog add 192.168.203.65 180
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. 

 
 

 
ftp 
ftp> open 

  To 192.168.22.126 21 

ftp > bin 
ftp > put cpsrm2scdata_XXX.bin 

ftp > quit 

ftp > bin 
ftp > put cpsrm2scfw_XXX.bin 

ftp > quit 
quit
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pscp  –scp <filename>  <user>@<  address of RMCARD    IP >:

 
 
 <filename>

cpsrm2scdata_XXX.bin cpsrm2scfw_XXX.bin

cpsrm2scdata_XXX.bin cpsrm2scfw_XXX.bin
<user> 

 :

pscp  –scp cpsrm2scdata_XXX.bin cyber@192.168.1.100:

cpsrm2scdata_XXX.bin

y

cpsrm2scfw_XXX.bin
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scp  <filename>  <user>@<  address of RMCARD IP >: 

  
 
  <filename>

cpsrm2scdata_XXX.bin cpsrm2scfw_XXX.bin

cpsrm2scdata_XXX.bin cpsrm2scfw_XXX.bin

<user> 

 :

s cpsrm2scdata_XXX.bin cyber@192.168.1.100:cp  

cpsrm2scdata_XXX.bin

y

cpsrm2scfw_XXX.bin
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Use the following steps to restore configuration via SCP. 

 Only firmware version 1.1  and above supports the functionality to restore configuration via SCP. .2
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(1) The SSH setting on the RMCARD must be Enabled.  
(2)   is the filename of the configuration file with a default format of  <filename>

YYYY_MM_DD_HHMM.txt. 
(3)  is the username of the SSH account on the RMCARD.  <user> 

(4)   Ensure to add “ ” after the IP address.:  

For example: 

pscp  –scp YYYY_MM_DD_HHMM.txt cyber@192.168.1.100: 

YYYY_MM_DD_HHMM.txt is the configuration file to be restored. 

 

  
(1) The SSH setting on the RMCARD must be Enabled.  
(2)  <filename> is the filename of the configuration file with a default format of 

YYYY_MM_DD_HHMM.txt. 
(3)  is the username of the SSH account on the RMCARD.  <user> 

(4)   Ensure to add “:” after the IP address. 

For example: 
s YYYY_MM_DD_HHMM.txt cyber@192.168.1.100:cp   

YYYY_MM_DD_HHMM.txt is the configuration file to be restored. 
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pscp scp  <filename>  <admin_account>@<  – IP address of RMCARD  >:

y
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►

►
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Ethernet adapter 
Connection-specific DNS Suffix : xxxx.com ………

Description : D-Link DE220 ISA PnP LAN adapter ……………………...
Physical Address………………: 00- -80 C8- -DA 7A-  C0
DHCP Enabled : Yes ………………… ….
Autoconfiguration Enabled : Yes …
IP Address : 192.168.20.102 ………………… …….
Subnet Mask : 255.255.255.0 ………………… …...
Default Gateway : 192.168.20.1 …………… …..
DHCP Server : 192.168.20.1 ………………… …...
DNS Servers : 211.20.71.202 ………………… …...

168.95.1.1 
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Pinging 192.168.20.240 with 32 bytes of data: 

Request timed out. 
Request timed out. 
Request timed out. 
Request timed out. 

 

 
 

Pinging 192.168.20.240 with 32 bytes of data: 

Reply from 192.168.20.240: bytes=32 time<10ms TTL=64 
Reply from 192.168.20.240: bytes=32 time<10ms TTL=64 
Reply from 192.168.20.240: bytes=32 time<10ms TTL=64 
Reply from 192.168.20.240: bytes=32 time<10ms TTL=64 
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VENDOR         Cyber        3808 

BEGIN-VENDOR   Cyber 

ATTRIBUTE      Cyber-Service-Type     1      integer 

ATTRIBUTE      Cyber-Outlets           2      string 

VALUE          Cyber-Service-Type     Admin      1 

VALUE          Cyber-Service-Type     Viewer     2 

VALUE          Cyber-Service-Type     Outlet     3 

END-VENDOR       Cyber 
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 ftp 
 ftp > open 

 To 192.168.22.126 21 

ftp > bin 

ftp > put XXX.bin 

ftp > quit 
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Cyber Power Systems, Inc. 
www.cyberpower.com 
 
For USA and Canada: 
4241 12th Ave East, Suite 400 
Shakopee, MN 55379  
Toll free: (877) 297 6937- -  

For all other regions: 
Please visit our website for local contact information. 
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